NEJATOTMYECKAM PABOTHUKAM O TH®OPMAIIMOHHOM BE3OITACHOCTH

Koraa peyb 3axoant 06 nHdopmMaumMoHHOM 6€30nacHOCTN, OBbIYHO MbI
HauyMHaeM AyMaTb O KOMMbIOTEPAX, CETAX, MHTEPHETE M xakepax. Ho ans
obpasoBaTenbHoOM cpeabl NpobnemMa CTOUT WKpe: B OrpaaeHUn y4yallerocs oT
nHdopMaumm, KOTopast MOXeT HeraTUBHO MOBUATbL Ha ero opMMpoBaHMeE n
pa3BuTUE, TO €CTb O NponaraHAe pasfIM4YHOM HanpaBAeHHOCTH.

MoHsiTne nHcpopMmaumMoHHON 6e30nacHOCTH

Moa nHdopmMauMoHHOM 6e30NaCcHOCTbI0 NOHUMaeTCs 3alUMLLEHHOCTb
MHMOPMALMOHHOMN CUCTEMbI OT C/Iy4alHOro Uan npegHaMepeHHoOro BMeLWaTenbCTBa,
HaHocsawero yuwepb Bnagenbuam nnm nosib3oBaTesnsiM MHpopMaunu.

Ha npakTnke Ba)xHENLUMMN SABMSIOTCS TPM acrnekTa MHPOPMaLMOHHOMN
6e3omnacHoCTu:

OaocTynHocTb (BO3MOXHOCTb 3@ pa3yMHOEe BpeMS MonyuuTb Tpebyemyto
WHQOPMaLMOHHYIO YCYry);

OuenocTtHocTb (aKTyanbHOCTb M HEMPOTMBOPEUNBOCTb MHOpMaLMK, ee
3aLMLWEHHOCTb OT pa3pyLleHUs U HECAaHKLMOHUPOBAHHOIO U3MEHEHUS);
koHdMAeHUMaNbHOCTb (3aLMUTa OT HECAHKLIMOHMPOBAHHOIO NPOYTEHUA).

HaDYLIJeHVIﬂ AOOCTYNHOCTU, LENOCTHOCTU U KOHq)VID,eHLI,VIaJ'IbHOCTVI VIH(bOpMaLI,MM
MOryT 6bITb BbI3BaHHbI pPa3ninyHbIMMN ONaCHbIMU BO3AENCTBUAMU Ha MH(bOpMaLI,MOHHbIe
KOMMNbKOTEPHbLIE CUCTEMbI.

OCHOBHbI€ yrpo3bl MH(pOpMaLMOHHOM 6e30nacHOCTHN

CoBpeMeHHasa MHMDOPMaLMOHHAA CUCTeEMa NpeacTaBaseT coboi COXHYIO
CUCTEMY, COCTOSILLYIO U3 6ObLLIOr0 YMcNla KOMNOHEHTOB Pa3/IMYHOM CTENEeHU
aBTOHOMHOCTM, KOTOpble CBSA3aHbl Mexay coboi n o6MeHnBalTCS AaHHbLIMMU.
MpakTnyeckn Ka)xkablhi KOMMOHEHT MOXET NOABEPrHYTbCA BHELIHEMY BO3AENCTBUIO
WUAKN BbINTU M3 CTposi. KOMMNOHEHTbI aBTOMaTU3MPOBAHHOM MHDOPMALIMOHHOW CUCTEMBI
MOXXHO pa3buTb Ha creAytoLlmne rpynnbl:

- AnnapaTHble CpeACcTBa. DTO KOMMbIOTEPbI M UX COCTaBHble YacTu
(npoueccopbl, MOHUTOPbLI, TEPMUHANbI, NepUdEPUnHbIE YCTPONCTBA — NPUHTEPHI,
KOHTponnepsbl, kKabenu, NTMHUK CBA3N U T.4.);

- MNporpaMMHoe obecneyeHne. 3T0 NPUOGPETEHHbIE NMPOrPaMMbl, UCXOAHbIE,
06beKTHble, 3arpy304Hble MOAYN; OnepaLMoHHbIE CUCTEMbI U CUCTEMHbIE
nporpamMmmbl (KOMNUAATOPbI, KOMMOHOBLUMKN U AP.), YTUAUTbI, ANAarHOCTUYECKME
nporpaMmMmbl 1 T.4.;

- [laHHble, XpaHMMble BPEMEHHO M MOCTOSIHHO, Ha AWCKaXx, (G3lWKax, nevyaTHble,
ApXWBbl, CUCTEMHbIE XYpHasbl U T.A.;

- MepcoHan. MNonb3oBaTeNun, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrPaMMUCTbI U Ap.

OnacHble BO34eNCTBUA Ha KOMMNbIOTEPHYO MHMOOPMALUOHHYIO CUCTEMY MOXHO
nogpasaenuTb Ha cny4varHble U npeaHaMepeHHble. AHanNM3 onbiTa NPOEKTUPOBAHUA,
N3roToBAeHMNA U aKcnnyaTaumm MHMOPMaUNOHHbBIX CUCTEM MOKA3bIBAET, UTO
nHdopMaumsa NoaBepraeTcs pasfMYHbIM CyYanHbIM BO3AENCTBUAM Ha BCEX 3Tanax



LMK XU3HU CUCTEMbI. [pUUYMHaAMK CyvyanHbiX BO3AENCTBUI NpU SKCNyaTaumm
MOryT 6bITb:

OaBapuitHblie CUTYyaUUKN N3-3a CTUXUIAHBIX BEACTBUIA U OTKHOYEHNIA

3NEeKTPONUTaHuS;

UoTkasbl M cbomn annapatypbl;

Uownbkn B NnporpaMMHOM obecrneyeHunu;

Uowmnbkn B paboTe nepcoHana;

noMexu B NIMHUAX CBA3M U3-3a BO3AENCTBUIN BHELLHEN Cpeabl.

MpeaHaMepeHHble BO3AENCTBUS — 3TO LiefieHanpaBfieHHble AeNCTBUS
HapyLwuTensl. B kayecTBe HapyLlWWTeNs MOryT BbICTyNaTb CAyXaluii, NOCETUTEND,
KOHKYPEHT, HaeMHUK. JeNCTBUS HapyLnUTens MOryT 6biTb 06YC/I0BNEHbI pa3HbIMK
MOTMBAMMU:

UHenoBONLCTBOM C/y>Kallero CBoel Kapbepou;
UB3sTKOM;

Unto60nbITCTBOM;

kOHKYpeHTHOMN 60pbboIA;

OcTpemMmneHnem caMmoyTBepAUTLCA N060I LIEHON.

MO>XHO COCTaBUTb rmnoTeTnyeckKyro Mmogeslb NOTeEHLMNAIbHOINO HapyLlnTen4d.

OkBanndurkKaumna HapyLIUTENs Ha YPOBHE pa3paboTumKa AaHHOW CUCTEMBI;
OHapywmnTenem MoxeT 6biTb Kak MOCTOPOHHEE MU0, TaK U 3aKOHHbIN
NnoJib30BaTe/lb CUCTEMbI;

OHapywmnTento nssectHa uHbopMaums o NpUHUMNax paboTbl CUCTEMbI;
OHapywmnTens BbibUpaeT Hanbonee cnaboe 3BEHO B 3alUUTE.

Hanbonee pacnpocTpaHeHHbIM U MHOr006pa3HbIM BUAOM KOMMbIOTEPHbIX
HapyLWeHUN 9BNSIETCS HECAHKUMOHMPOBAHHbIM A0CTYyN. HecaHKUMOHUPOBAHHbLIN
AOCTYN UCNO/b3YET Ntobyto oWNOKY B CUCTEME 3aLUNTbI U BO3MOXEH NMpU
HepalLWOHaNbHOM BbI6Ope CPeACTB 3allNTbl, UX HEKOPPEKTHOM YCTAaHOBKE U
HacTpoWke.

MpoBeaem knaccmduKkaLUuio KaHanoB HeCaHKUMOHMPOBAHHOIO AOCTyna, no
KOTOPbIM MOXHO OCYLLECTBUTb XULLEeHNE, NBMEHEHUE NN YHUUTOXEHME
WHdopMaLmu:

Yepes yesnoBeka:
OxuiieHne HocuTenen nHdopmaunu;
duTeHne nHdpopMaLumM C 3KpaHa UIn KnaBuaTypsbl;
duTeHne nHdpopMaLnmM U3 pacneyaTku.

Yepes nporpammy:
UnepexBaTt naponeu;
Unewndposka 3awmdbpoBaHHON MHDOPMaLNK;
UkonupoBaHMe UHGOopMaLmMn C HoCUTENS.

Yepes annapartypy:
UnoakntoyeHre cneumanbHo pa3paboTaHHbIX annapaTHbIX CPeAcTB,
obecneumBatowmx 4oCTyn K nHpopmaumu;
UnepexBaT NO6OYHbBIX 31EKTPOMArHUTHbIX U3/Ty4eHUI OT annapaTypbl,
JIMHNI CBSA3M, CETEN INEKTPONUTaHUS U T. A.



Ocob0 cneayeT 0CTaHOBUTLCH Ha Yrpo3ax, KOTOpbIM MOryT NoABepraTbCs
KOMMNblOTepHble ceTn. OCHOBHasi 0CO6EHHOCTb N060M KOMMNbIOTEPHOM CETU COCTOUT B
TOM, UTO ee KOMMOHEHTbl pacrnpeaeneHsl B NpocTpaHcTee. CBA3b MexXAy y3/1aMu ceTu
ocywecTengeTcs huUsnveckn ¢ NOMOLLbIO CeTeBbIX IMHUA U NPOrPaMMHO C MOMOLLbIO
MexaHu3Ma coobuieHuin. Mpu aToM ynpasnsawowme coobLeHns n aaHHble,
nepecblnaemMble Mexay y3naMu ceTn, nepeaatroTcs B BUAE NakeToB obMeHa.
KOMNbIOTEPHbIE CETU XapaKTEPHbl TEM, YTO NPOTUB HUX NMPeANnPUHUMALIOT TaK
Ha3blBaeMble yaanieHHble aTakn. HapywuTtenb MOXET HaXoAUTbLCA 3a ThICAYN
KWIOMETPOB OT aTaKkyeMoro obbekTa, npu 3TOM HanaAeHUI0 MOXeT noasepraTbcsa He
TO/IbKO KOHKPEeTHbIN KOMMbIOTEP, HO U MHbOPMaUns, nepesaroLwascs rno ceTesbiM
KaHanam CBs3n.

O6ecneueHne nHpopMaLMOHHOW 6e30NacHOCTHU

dopmMupoBaHue pexnMma nHpopMalmMoHHOM 6e3onacHoCcTn — npobnema
KOMMJieKcHasi. Mepbl Mo ee peLleHnio MOXHO NoApasAennTb Ha MSATb YPOBHEN:

1. 3akoHoAaTeNbHbLIA . DTO 3dKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbl U T. M.

HopmaTuBHO-NpaBoBas 6a3a onpegenstowas nopsaok 3awmTbl HGOpMaLmK:
2. MopasbHO-3TUYECKNH. BceBO3MOXHble HOPMbI NOBeAEHUS, HecobnoaeHme
KOTOpPbIX BeAET K NafeHUo NpecTnxa KOHKPETHOro YenoBeka Uan Lesnomn
opraHuMsauum.

3. AIMMHUCTPATUBHbIN. [JeincTBuA o6lero xapakrepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHmM3aunun. TakuMn LOKYMEHTaMn MOryT 6biThb:

npukas pyKkoBoAUTENSA O HAa3HAYEHUM OTBETCTBEHHOIO 33 o6ecneyeHune
MHMOpMaLMOHHON 6€30MacHOCTH;

0aonKHOCTHblE 0693aHHOCTN OTBETCTBEHHOIO 3a obecrnevyeHune
MH(OpMaLMoHHOM 6€30NacHOCTK;

OnepeyeHb 3aWmL@aeMbIX MHPOPMaALIMOHHbBIX PECYPCOB M 6a3 AaHHbIX;
OuHCTpyKUMIO, onpeaensaoLlyo Nopsaaok npeaocTaBieHns nHgopmauum
CTOPOHHMM OpraHmM3aumsaM rno Mx 3anpocaM, a TakxXe rno npaBam AOCTyna K
HEeN COTPYAHUKOB OpraHusauunu.

4. dnsnyecknin. MexaHn4eckmne, afieKTpo- U 3NEKTPOHHO-MEexaHnyeckue
NPenaTCTBUS HAa BO3MOXHbIX NYTSAX NPOHUKHOBEHMS NOTEHUMANBbHbIX
HapyLluTenemn.

5. AnnapaTHO-NpOrpaMMHbIin (3/1IEKTPOHHbIE YCTPOMCTBA M CreunanbHble
nporpaMmbl 3aluTbl MHDOpMaLUmM).

MpUHATbIE Mepbl MO co34aHM0 6e30nacHo MHGOPMALIMOHHON CUCTEMBI B
wKone:

JO6ecneyeHa 3alimnTa KOMMNbIOTEPOB OT BHELIHUX HECAaHKLMOHNUPOBAHHbIX
BO34eNCTBUIA (KOMMNbIOTEpPHbIE BUPYChI, Nornyeckue 60mMb6bl, aTaknm Xakepos
nT.4.));

0YcTaHOBNEH CTPOruii KOHTPOJ/Ib 3a 3N1EKTPOHHOM No4YTon, obecrneveH
MOCTOSIHHbI KOHTPOJIb 3@ BXOASILLEN N UCXoasiLen KOppecrnoHAeHUWEN;
YcTaHOBNEHbI COOTBETCTBYOLWME NAPONM Ha nepcoHanbHble MK;
UMcnonb3oBaHbl KOHTEHT-GOUNLTPLI, ANa GUbTPaLMKU CalTOB MO UX
COAEPXKNMOMY.



EanHas coBOKYMHOCTb BCEX 3TUX MEpP, HanpaB/flIEHHbIX HA MPOTUMBOAENCTBUE
yrpo3aM 6e30MacHOCTM C Lefblo CBEAEHNS K MUHUMYMY BO3MOXHOCTHU yllepba,
06pa3yloT CUCTEMY 3alUMUThI.

CneumnanucTbl, UMeLWMe OTHOLEHNE K CUCTEME 3aLLUUTbI AOSKHbI MOTHOCTbLIO
npencTtaBnsaTb cebe NpuUHUUNLI ee PYHKLUNOHMPOBAHMS N B Clly4ae BO3HUMKHOBEHMUS
3aTPYAHUTENBHbIX CUTYaLUM aaekBaTHO Ha HUX pearnpoBaTh. oA 3aluTon AoNXKHa
HaxoAuTbCA BCS cuctemMa o06paboTku nHdopmaumnmn.

Jlnua, 3aHmmMatowmecs obecneyeHmeM MHbopMaLMOHHON 6e30NacHOCTH,
OOJIKHbI HECTU IMYHYIO OTBETCTBEHHOCTbD.

HapexHasa cuctema 3awwmTbl 40/KHA 6bITb MOMHOCTLIO NPOTECTMPOBaHA U
cornacosaHa. 3awmTa ctaHoBuTcsa 6onee apdhekTUBHOM N rMbBKON, ecn oHa
AOoMnycKaeT N3MeHeHne CBOUX NnapaMeTpoB CO CTOPOHbI aAMUHUCTpATOopa.

B 3akntoueHne cBOEro aoknaaa XxoTenochb 6bl AaTb HEKOTOpPbIE PEKOMEHAALNMK
no opraHmsauunm paboTtbl B MIHHOPMALMOHHOM NPOCTPAHCTBE, YTOOLI yb6epeub cebs n
CBOUX BM3KUX OT MHTEPHET-NPECTYNMHUKOB.

PekoMeHaauum no opraHusaumm pa6orbl B MHGOPMAaLUUOHHOM
NpoCTpaHCcTBe

1. Nepea Ha4vanoM paboTbl HEO6XOAMMO YEeTKO CHOPMYyNMpPoBaThb Lesb U BONPOC
rnoucka nHoopmaumu.

2. XenaTtenbHo BblpaboTaTb ONTUMasbHbIA anropuTM Noncka nHdopMaumn B
ceTn IHTepHET, YTO 3HAUMUTENIbHO COKPATUT BPEMS U CU/bl, 3aTpavyeHHble Ha
MOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NMMUT (2-3 Yaca) paboThl B
MH(OPMaLMOHHOM NpOCTpaHcTBe (MPOCMOTP Tesienepenayn, YteHue,
NHTepHeT).

4. Bo BpeMs paboTbl HEO6X0AMMO AenaTb nepepbiB Ha 5-10 MUHYT ANS CHATUSA
(b13nYecKoro HanpsXKeHUs N 3pUTENbHON Harpy3Ku.

5. Heo6xoanmMo 3HaTb 3-4 ynpaxXHeHUS ANsi CHATUS 3pUTEbHOIO HarnpsiXXeHus
M PU3NYECKON yCTanocTu.

6. PaboTaTb B XOpOLIO NPOBETPEHHOM MOMELLIEHNU, MPU ONTUMANbHOM
oCBelleHUn n B yaobHol nose.

7. He cTouT NIErkoMbICNIEHHO 06palaTbCcsa CO CnaM-NMCbMaMm M 3axo4uTb Ha
Hebe3onacHble Beb6-canTbl. 19 MHTEPHET-NPEeCTYyNHUKOB Bbl CTAHOBUTECH
NErkon gobblyuei.

8. Mpu perncTpaummn B coumanbHbIX CETSX, HE YKa3blBaTe CBOM MEPCOHANbHbIE
[laHHble, HanpuMep: aapec Wi AeHb POXAEHMUS.

9. He VICI'IOJ'Ib3y17ITe B IOFMHE KN napojie NnepCcoHa/ibHble AAHHbIE.

10. Bce 3T0 N03BONSIET MHTEPHET-NPECTYNHNKAM MONYYUTb AaHHble AOCTyNna K
aKKayHTaM 3/1IeKTPOHHOW MoYThl, @ Takxe uHdnunposaTb goMawHue MK ans
BKKOYEHUSA UX B 60T-CeTb UM AN NoXueHns 6aHKOBCKUX AAHHbIX
poauTenen.

11. Co3pante cobCcTBEHHbIN NpoduMNb Ha KOMNbOTEpPEe, YTO6bI 06€30NacuTb
MHMOPMaLMIO, XPaHSALLYOCS Ha HEM.

12. He 3abbiBaliTe, UTo hakTbl, O KOTOPbIX Bbl Y3HaeTe B IHTEepHeTe, HYXHO
O4YeHb XOPOLO NPOBEPUTL, €Cnin BblbyaeTe NCNob30BaTb UX B CBOEN



AomawHen pabote. Llenecoobpa3Ho CpaBHUTb TPU UCTOYHMKA MHMOPMaUNUN,
npexae YeMm pelinTb, KaKUM UCTOYHMKAM MOXHO AOBEPSATh.

13. O gocToBEepHOCTU MHpOPMaLMKU, MOMELLEHHON Ha CanuTe MOXHO CyAUTb NO
caMoMy canTy, y3HaB 06 aBTopax cauTa.

14. Pa3smMewas nHdopmaumio o cebe, CBOMX BN3KMX M 3HAKOMbIX Ha CTpaHMLax
coumanbHbIX CeTeln, CNpocuTe NpeaBapuUTENbHO pa3peLleHmne y Tex, 0 KoM byaer
3Ta uHdopMauwms.

15. He cnepyeT pa3smewlaTb Ha cTpaHuuax Beb-cantos ceoun doTorpadum m
doTorpacdmm ceomx 6AM3KMX N 3HAKOMbIX, 3@ KOTOpble BaM NOTOM MOXeT 6bITb
CTbIAHO.

16. Cobnonante npasunia 3TUKN nNpu obweHnn B MHTepHeTe: rpybocTb
NpoBOLMPYET APYrKUX HA TaKoe Xe noseneHue.

17. cnonb3ysa B cBoel paboTe MaTepuan, B3Tbin U3 UHHOPMALIMOHHOIO
NUCTOYHMKa (KHUra, nepunoanyeckas nedatb, MHTepHeT), cneayeT ykasaTb 3TOT
WUCTOYHUK MHDOPpMaLKMNM UK caenaTb Ha HEro CCbKy, ecnu matepuan 6bin
BaMu nepepaboTaH.



